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Detect. Defend. Insure. A turnkey XDR and 24/7 Security Operations AL LR
Center solution delivering cyber-insurance readiness for SMBs and S

mid-market organizations without the enterprise price tag.

AN AI-ENABLED CYBERSECURITY
SOLUTION POWERED BY PALO ALTO
NETWORKS AND LUMIFI SOC

Xerox™ TriShield 360 Cyber Solution
delivers a comprehensive XDR and
Security Operations Center (SOC), while
providing fast-track approval for cyber
insurance.

TriShield 360 delivers enterprise-class
capabilities at price points for SMBs
and midmarket organizations:

e Unlock 24/7 Monitoring and Response:

Small IT teams don’t have the expertise
required, nor can they staff around-the-
clock SOC analysts. Lumifi's 24/7 Security
Operations Center ensures threats are
detected and mitigated.

e Unify Disparate Cyber Solutions:
Disconnected tools create blind spots.
Palo Alto Networks Cortex XDR unifies
telemetry across endpoints, network,
cloud, and identity.

e Streamline Vendors and Carriers:

We have utilized our cyber expertise and
global scale to build a solution that
eliminates the need for our clients to
architect, design, negotiate and deploy a
cyber detection and response solution
across multiple vendors.

e Quantify Your Security Posture and
Meet Control Requirements: Generate
logs, reports, and incident timelines.
Quantify your security posture and
enhance your current control set such as
MFA, vulnerability management,
patching, and continuous monitoring.

DETECT, DEFEND, INSURE—
THE POWER OF THREE

TriShield 360 goes beyond traditional
managed security. It brings together
advanced threat detection, 24/7 defense,
and insurance-aligned risk management
in one turnkey solution, powered by
industry leaders working together to keep
you protected and prepared.

Detect with Palo Alto Networks

Palo Alto’'s Al-enabled XDR platform

delivers unified visibility across endpoints,

networks, and cloud environments,
identifying and correlating threats before
they can escalate.

Defend with Lumifi

Lumifi’'s 24x7 Security Operations team
hunts, contains, and mitigates threats in
real time, reducing disruption and
protecting business continuity.

Document and Insure with
Aon and The Hartford

Aon and The Hartford strengthen your
financial risk and security posture
through validated controls, compliance
alignment, and insurability, helping you
reduce exposure and secure better cyber
insurance coverage terms.

From prevention to protection,
you're fully covered.

Together, these components form a
solution that protects your organization
against the growing cyber threat
landscape while letting you measure,
document, and deliver value even from
constrained or limited security budgets.

Value You Can Count On
Enterprise-class protection
and compliance without
enterprise-class costs.
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Monthly SOC Reports

Continuous, compliant monitoring

Runbooks and Playbooks
Less noise, faster response

Compliance Documentation
Proof for auditors and underwriters
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Incident Logs and Timelines
Faster detection and remediation
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Your Security Roadmap: Detect, Defend, Insure

A unified workflow for protection, response, compliance, and insurance delivering
enterprise-grade cybersecurity at SMB and midmarket price points.

One Streamlined Workflow for End-to-End Coverage
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WHO BENEFITS | WHAT THEY GAIN

Your Customers Peace of mind knowing that your environment, and their data, is protected

Your Executive Executives Confidence in cyber threat management with insurance/risk readiness

Your Security Leadership Reduced risk, consolidated telemetry, measurable detection, and response improvements
Your Finance Leaders Lower premiums, documented ROI, compliance-ready reporting

Your Compliance Teams Standardized evidence packages for auditors and insurers

Your Technology Directors Co-managed operations, ready-to-use playbooks, staff support

Your IT Teams Safer systems access, fewer disruptions, clear guidance during incidents

Your End Users Streamlined workflows, reduced alert fatigue, faster incident response

Xerox IT Solutions: Proven expertise delivered with
a frictionless client experience.

Find out more at: xerox.com/itsolutions
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